
Offensive Linux Security Tools

Reconnaissance

Recon-ng

Dradis

Faraday

Serpico

DefectDojo

MagicTree

Lair-Framework

Reporting & Documentation

Skipfish

WFuzz

AFachni

OWASP ZAP

Burp Suite 

WebApp Pentesting

Phishx

King Phisher

Gophish

SET

Social Engineer & Phishing

Wifi Pumpkin

airgeddon

Aircrack-ng

Reaver

Wifite

PixieWPS

Kismet

Wireless Attacks

Pwncat

BeRoot

Meterpreter

Koadic

Dnscat2

Mimikatz

Bloodhound

Pupy

Empire

Post-Exploitation

XSSer

SearchSploit

Pwntools

Exploit-DB

Commix

Ropper

ysoserial

ShellNoob

RouterSploit

BeEF

Armitage

sqlmap

jSQL Injection

PTF

SQL Ninja

Exploit Pack

Metasploit

Exploitation

Angr

Ghidra

Radare2

Reverse Engineering

bettercap

Quark Engine

Apktool

Android Tamer

NetHunter

MASTG

MobSF

theHarvester

Frida

Androguard

Drozer

Mobile Security

Fcrackzip

crowbar

Ophcrack

Patator

CeWL

Rainbowcrack

Medusa

Hydra

Crunch

Hashcat

John the Ripper

Password & Brute Force Attacks

Yersinia

hping3

Scapy

dSniff

NetCat

ArpSpoof

Ettercap

Wireshark

Network-based Attacks

ZAP

Burp Suite

Nessus

Vuls

Nikto

w3af

OpenVAS

Vulnerability Scanning

OSINT

ZMap

Masscan

Nmap

Masscan

p0F

Unicornscan

Maltego

Netdiscover

DNSRecon

Zenmap

https://in.linkedin.com/company/hackingarticles@hackinarticleshttps://github.com/Ignitetechnologies


