Active Directory Enumeration Tools

Credential Enumeration

NetExec
Kerbrute
GetNPUsers.py
GetUserSPNs.py
Rubeus

Certipy

PKINITtools

~— lookupsid.py

~— GetADUsers.py
~— GetNPUsers.py
~— GetUserSPNs.py
— findDelegation.py
~— secretsdump.py
~— wmiexec.py

~— psexec.py

— smbexec.py

— atexec.py

~— rpcdump.py

~— samrdump.py

NetExec (NXC)
enum4linux-ng
rpcclient
smbclient
smbmap
|dapsearch
|dapdomaindump
windapsearch

adidnsdump
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Kerbrute
Rubeus
Kekeo
Impacket

PKINITtools

~— Seatbelt
— WiInPEAS
~— SharpUp

~— Watson

~— SharpEDRChecker

Password Paolicy Enumeration

enum4linux-ng
NetExec
rpcclient

|dapsearch
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~— AzureHound
~— ROADtools

~— AADInternals

~— GraphRunner

Comprehensive Frameworks

NetExec
BloodHound
Impacket
PowerView
Certipy
BloodyAD
CrackHound
PingCastle

ADRecon

PowerView
SharpView
PowerSploit

Nishang

Kerberos Enumeration l

~— Certipy
~— Certify

~— ForgeCert

~— PSPKIAudit

ACL Enumeration

BloodHound
PowerView
dacledit.py
BloodyAD

adidnsdump
dnsenum
dig

nslookup

Graph-Based Enumeration

BloodHound CE
AzureHound
SharpHound

BloodHound.py
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BloodHound CE
SharpHound
BloodHound.py
PingCastle
Purple Knight
ADRecon
ADExplorer

ADExplorerSnapshot.py

Group Policy Enumeration

SharpGPOAbuse
Grouper?2

PowerView

~— BloodHound

~— nltest

~— PowerView

~— findDelegation.py

LDAP Enumeration

Idapsearch
windapsearch
Idapdomaindump

NetExec LDAP

~— smbmap

~— smbclient

~— NetExec SMB

— rpcclient

https://github.com/Ignitetechnologies
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