Affecting all 3 billion accounts —
Stolen data included names and emails —|— Year 2013 and 2014
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Impact on user trust —

Settlements and penalties —

— Legal and financial repercussions

Increased scrutiny on data protection —

Exposed personal data of 147 million people —

Stolen information included Soci

Lack of encryption
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Major

Increased regulatory requirements —

40 million credit and debit card numbers stolen —
Due to compromised point-of-sale systems — :

Malware installed by phishing campaign — |
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al Security numbers —
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— Consequences —
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Third-party vendor vulnerability — |
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Class action lawsuits — |

I— Aftermath —

Enhanced security measures implemented —

Personal information of 77 million accounts stolen
Service outage lasted 23 days
SQL injection attacks

DDoS attack as a distraction —

Major damage to reputation

Lawsuits and financial loss

Data from approximately 500 million guests accessed
Information included passport numbers and credit card info

Breach occurred over several years —

|— Methods used —‘
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Sony PlayStation Network Hack

Detection in September 2018 — |

Heavy fines imposed by regul
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ators — :
— Impact —

Changes in data handling practices —

Data of 87 million users improperly shared —
Utilized for political advertising campaigns —
Harvesting data through third-party apps —

Lack of user consent and knowledge —

Public outcry and demand for regulation —

— Consequences

Negative impact on Facebook’ sstock —

Major fuel supply disruption —
Ransom paid of $4.4 million o
Compromised through a single password —
Slow recovery due to system shutdown —

Heightened awareness of ransomware threats —

Increased focus on infrastructure security —

106 million customers
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Colonial Pipeline Ransomware Attack

Vulnerability exploited by a former employee — :

Misconfigured firewall led to data

Hack involved a cloud service

Significant financial penalties — :

Stricter internal security audits —

Continued impact from Capital One breach —

— Results —
affected —

|— Year2019 —
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provider — |

|— Aftermath —

|— Year 2019

Highlighted challenges of cloud security —

Increase in compliance scrutiny

Impact on trust in cloud services

Exploitation of vulnerabilities in on-premises software
Affected thousands of organizations globally

Use of 0-day exploits —

Access to email accounts and data —

Major cybersecurity warnings issued —

AWS Capital One Hack

|— Regulatory attention

|— Year2021 —
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— Broader implications

Efforts to patch vulnerabilities rapidly —

Compromised widely used IT management software
Targeted multiple U.S. government agencies
Infiltration through software updates —

Advanced persistent threat actor involvement —

Public and corporate sector perception on supply chain security —

— Consequences

Discussions on cybersecurity policies and defenses —

Global ransomware outbreak affecting organizations
Targeted Windows systems using an exploit
Encryption of user files for ransom payment
Rapid spread exploiting EternalBlue vulnerability
Affected systems in over 150 countries

Calls for improved patch management and cyber hygiene

Personal information of 32 million users exposed —

Implications for users' privacy and safety —

Hackers gained access through poor security practices
Public shaming and legal impacts for users
Lawsuits and financial compensation claim

Increased discussions on data privacy and security practice

Internal emails and docu

Revealed surveillance tools sold to

Failures in securing sensitive information —

Unethical practices in clients — |

|— Methodology

|— Year 2020

SolarWinds Supply Chain Attack
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ments leaked —
— Year 2015 —

governments — :

I
I— Security oversights —|

Hacking Team Breach

Damage to corporate reputation —

— Repercussions —

Inquiry into the ethics of hacking and surveillance —

Famous Cyber Security Hack
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' . — Advanced persistent threats gaining traction
— Increasing complexity of attacks —
— Use of Al and machine learning in cybercrime

— Embracing advanced technologies for defense
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Future of cybersecurity hacks |- Need for proactive measures —|
| — Continuous monitoring and updating of security protocols
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o _ — Educational initiatives on digital hygiene
— Growing importance of public awareness —
— Involving citizens in cybersecurity efforts

— Exploding underground economy
— Rise in ransomware attacks —
— Targeting critical infrastructure
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| — Increased sophistication of phishing schemes
I— Phishing attacks on the rise —|
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General trends in cybersecurity hacking

. . . _ — Manipulation of human behavior to gain access
— Social engineering tactics —
— Ongoing need for preventative strategies

— Increasing sophistication in attacks
— Emerging cybercrime groups —

— Rising ransomware demands

significant threats from non-state actors Implications for businesses —
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— Need for supportive cybersecurity ecosystems —

— Implementation of cybersecurity frameworks and best practices

— Major cyberattack disrupting services
— Year 2020 —|
— Customer data and financial information at risk
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| — Reputed hackers exploiting service vulnerabilities
Just Eat Cyber Attack  SIEFNENEETEEY

| — Prompted immediate response from Just Eat
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— Enhancements in security protocols and measures

— Evading detection for extended periods

— Aftermath —|
— Increased focus on ongoing threat management

— Security breach during the holiday shopping season

B Year 2013 —|

| — Compromised card data from millions of customers

) | — Infiltration through compromised vendor credentials
Target Point of Sale Malware I— Attack strategy —|
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| _ _ — Enhanced card security measures by retailers
— Resulting actions —
— Emphasis on cybersecurity training for employees

— Personal data of 40 million customers stolen
— Year 2021 —|

| — Sensitive information including Social Security numbers
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] | — Exploiting database vulnerabilities
T-Mobile Data Breach I— Attack techniques —|
| — Issues with data handling and storage
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— Legal challenges and consequences for T-Mobile

— Consequences —
— Re-evaluations of customer data security policies
— Passwords for 164 million accounts compromised
~ Year2012 —|
| — Data leaked on the dark web
i i | — Weak password security practices
LinkedIn Security Breach - Security lapses —
| — Inadequate hashing methods for storage
: — Increased emphasis on user password protection
— Impacts —

— Long-term consequences for LinkedIn’ s image

— Personal accounts hacked, exposing user photos
— Year 2014 —|

| — Failure in security measures leading to public data leaks
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| — Social engineering and phishing attacks
Snapchat Hacks - Methods —|

| — Inspire discussions on youth identity protection
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— Changes in application security measures

— Aftermath —|
— Vice versa actions for educating users on security
— Millions of user records exposed
— Year2020 —|
| — Personal data of influencers and celebrities leaked
| — Exploited security weaknesses and misconfigured servers
Instagram Data Breach - Attack mechanisms — N
| — Sensitive user data harvested
: — Qutcry from celebrities and public
— Consequences —

— Changes in security policies implemented

— Exploited vulnerabilities during the pandemic
— Year 2020 —|
— Instances of "Zoom bombing" and poor encryption

— Rapid updates and patching response
Security improvements —

Zoom Security Concerns
— Introduced new security features

————

' ' — Increased scrutiny over video conferencing tools
— Resulting actions  —
— Emphasis on user privacy and security measures

— Data of over 700 million LinkedIn profiles scraped
— Year2021 —|
— Information publicly available on the dark web

— Automated tools harvesting publicly available data
Attack methodology —|
— Implications for privacy and data security

LinkedIn Data Scraping Incident

———T -

— Legal consequences for data scraping
— Discussion points  — ‘ ‘ _ ‘
— Ethical considerations in data usage

— Compromised hundreds of thousands of routers
— Year2018 —|

| — Targeted home and small business devices

— Use of multiple exploit types and persistence methods
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VPNFilter Malware Attack - Attack details —|
| — Control over affected devices
I
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— Warnings issued by various security agencies
— Consequences —
— Increased awareness of internet device security

— Personal data of 15 million T-Mobile customers compromised
— Year 2015 —|

| — Exposed sensitive information including Social Security numbers
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) | — Weaknesses in third-party vendor security
Experian Data Breach I— Security failings —|
| — Highlighting the risks of outsourcing data management
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— Regulatory investigations and settlements
— Aftermath —
— Strengthened vendor security protocols
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— Greater emphasis on employee training and awareness

— Evolving methods of exploitation and extortion

— Real-time threats necessitating robust security measures

— Collaboration among governments, businesses, and tech companies
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