
Wireless Pentest Tools

Scanning & Discovery

WPS & WPA/WPA2 Cracking 

Aircrack-ng – Wi-Fi security assessment (scan, crack, analyze).

Kismet – Wireless network detector & intrusion detection.

Wireshark – Network protocol analyzer.

wavemon – Wireless monitoring tool (signal strength, networks).
Horst – Lightweight Wi-Fi analyzer.

LinSSID – Graphical Wi-Fi scanner.

RFcat – RF analysis tool (sub-GHz, ISM bands).

Reaver – WPS PIN brute-force attack.

Bully – Alternative WPS brute-forcer.

Pixiewps – Offline WPS attack tool.

Cowpatty – WPA-PSK cracking (pre-shared key).

Pyrit – GPU-accelerated WPA/WPA2 cracking.

Airolib-ng – Stores ESSID & password lists for faster cracking.

Evil Twin & Rogue AP Attacks 

Hostapd-WPE – Rogue AP for credential harvesting (Enterprise
networks).

Airgeddon – Multi-functional rogue AP & MITM attacks.

Mana Toolkit – Rogue AP & client-side attacks.

EAPHammer – Evil Twin attacks targeting WPA-Enterprise.

Bluetooth & RFID/NFC Hacking

Bluelog – Bluetooth discovery & logging.

BlueMaho – Bluetooth attack suite.

Ubertooth – Bluetooth sniffing & research.

mfoc – Mifare Classic RFID cracker.

mfcuk – Mifare Classic encryption bypass.

libnfc – NFC library & tools.

Packet Injection & Sniffing 
Scapy – Packet crafting & injection.

MDK4 – Wi-Fi DoS, deauth, and injection.

Tcpdump – CLI packet capture.

Sniffglue – Secure packet sniffer.

Deauthentication & DoS Attacks
Aireplay-ng – Deauth, fake auth, replay attacks.

Wifite – Automated attacks (deauth, WPA cracking).
MDK3 – Stress testing & Wi-Fi disruption.

Traffic Interception & MITM 
Ettercap – LAN MITM & sniffing.

Bettercap – Modular MITM framework.
MITMf – Man-in-the-Middle attack tool.

SDR & RF Hacking
Gqrx – SDR receiver.

GNURadio – SDR development toolkit.

Kalibrate-RTL – GSM base station scanner.

RTL-SDR – Low-cost SDR tools.

Automated Attack Frameworks
Wifiphisher – Automated phishing attacks.

Zatacker – Auto-exploitation toolkit.
Fern Wifi Cracker – GUI-based WEP/WPA cracker.

Miscellaneous & Specialized Tools 
Spectools – RF spectrum visualization.

Wifi Honey – Fake AP detection.
WepAttack – WEP key brute-forcer.
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