
Docker Web Application Pentest Lab Setup

DVWA

OWASP Juice Shop

OWASP Vulnerable App

OWASP WebGoat

SQLi Labs

bWAPP

OWASP Mutillidae II

DVGA (GraphQL)

DV RESTaurant API

Pixi

PyGoat

SSRF Lab

VulnBank

VulnLab

WrongSecrets

Yrprey

Zero Health

Classic Php App For Web Exploits

docker pull sagikazarmark/dvwa

docker run --rm -it -p 8080:80 sagikazarmark/dvwa

Modern JavaScript-based Vulnerable App

Full Owasp Attack Surface Coverage

Insecure Java Web App For Training

SQL Injection Testing Playground

PHP App For Bug-based Practice

Web Security Testing App With Owasp Focus

Graphql-focused Vulnerability Lab

Rest API Game For Attack Simulation

Python-based Security Demo Web App

Python Security Teaching Application

Server-side Request Forgery Testing

Vulnerable Financial App For Pentesting

Simulated Realistic Web Vuln Scenarios

Secrets Mismanagement Training Platform

Broken App For Devsecops Practices

Healthcare App With Real Vulnerabilities

docker pull bkimminich/juice-shop

docker run --rm -p 3000:3000 bkimminich/juice-shop

git clone https://github.com/SasanLabs/VulnerableApp.git

cd VulnerableApp && docker-compose up

docker pull webgoat/webgoat

docker run -p 127.0.0.1:8080:8080 -p 127.0.0.1:9090:9090 -e

TZ=Europe/Amsterdam webgoat/webgoat

docker pull acgpiano/sqli-labs

docker run -d -p 80:80 acgpiano/sqli-labs:latest

docker pull raesene/bwapp

docker run -d -p 80:80 raesene/bwapp

git clone https://github.com/webpwnized/mutillidae-docker.git

cd mutillidae-docker

docker compose -f.build/docker-compose.yml up --build –detach

docker pull dolevf/dvga

docker run -t -p 5013:5013 -e WEB_HOST=0.0.0.0 dolevf/dvga

git clone https://github.com/theowni/Damn-Vulnerable-RESTaurant-

API-Game.git

cd Damn-Vulnerable-RESTaurant-API-Game && ./start_app.sh

git clone https://github.com/DevSlop/Pixi.git

cd Pixi && docker-compose up

docker pull pygoat/pygoat:latest

docker run --rm -p 8000:8000 pygoat/pygoat:latest

docker pull youyouorz/ssrf-vulnerable-lab

docker run -d --name ssrf-lab -p 9000:80 youyouorz/ssrf-vulnerable-

lab

git clone https://github.com/Commando-X/vuln-bank.git

cd vuln-bank && docker-compose up

docker pull yavuzlar/vulnlab

docker run -d -p 1337:80 yavuzlar/vulnlab

docker run -p 8080:8080 jeroenwillemsen/wrongsecrets:latest-no-

vault

git clone https://github.com/yrprey/yrprey-application.git

cd yrprey-application

docker-compose -f.docker/dev/app.yaml -p yrprey up -d

git clone https://github.com/aligorithm/zero-health.git

cd zero-health && docker-compose up
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