Zenmap

/" OWASP ZAP

I OWASP Webscarab
MobSF ;’/’ Grabber
NowSecure \:\“ g,':’ OSV-Scanner
Appknox ‘\': .:,,’ CloudSploit
Checkmarx \‘\: :,', firmwalker
AppScan Mobile Analyzer \\“:‘ OpeniSolirce Scanners Nikto2
Zed Attack Proxy (ZAP) :::; Mobile App Scanners OpenVAS
IBM Application Security on Cloud (ASoC) /’:. OpenSCAP
Veracode Mobile Application Security Testing (Mobile AST) ,/'.: :l\\\ Vega
Quixxi / E"\\ Wapiti
Drozer ,’I ' |‘|:‘\\ Arachni
\ Nuclei
John the Ripper ) D
Wireshark \\‘ Burp Suite
BeEF :\": ,,', Retian CS
THCHydra \\‘:. :"/, Microsoft Baseline Security Analyzer(MBSA)
Aircrackng \\““ ::" HP Webinspect

Penetration Testing Tools

Q td
Metasploit ,’: McAfee Vulnerability Manager
e — "
Nmap ’,’: . Acunetix
— -
SQLMap /| Nessus
— ] —
Hydra / Invicti

Appscan
Cisco Vulnerability Management
Black Duck \‘\ UpGuard
WhiteHawk \‘:', Prisma Cloud
BluBracket \\E Detectify Enterprise
Fugue :\‘é ‘ :',,’ AppTrana
DeepSight Al :>: Artificial Intelligenge (AI) POwered Scanners :," HackerOne

b ] "/a
AppZen /i CloudBased Scanners :i\ Detectify
D —————rL | . > —
Salt Security " :‘\ NexPloit
Ubiq Security i E\\ Veracode
) n -
Aristo )/ " ImmuniWeb

- \
in O\ n— | o] . o


https://in.linkedin.com/company/hackingarticles
https://github.com/Ignitetechnologies/Mindmap
https://twitter.com/hackinarticles

